State of Ohio
Office of the Inspector General

THOMAS P. CHARLES, Inspector General
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EXHIBIT A

STATE OF OHIO DATE 7/28/00
THE INDUSTRIAL COMMISSION OF OHIO MEMO 12

PAGENO. 1 of 2

POLICY AND PROCEDURE MEMO EXEMPT

PERSONAL COMPUTER POLICY

The use of personal computers, the Internet, electronic mail, and online services has
great potential to enhance the productivity of IC employees. At the same time, as is the
case with all IC resources made available to employees, the potential for abuse may
exist. This agency, as well as all of its employees may be held accountable for the use
and misuse of these resources.

The use of any computer-related resources shall not be in a manner inconsistent with
State of Ohio policies, Industrial Commission policies or interfere with the work or mission
of the State of Ohio or of the Industrial Commission. It is the responsibility of both the
Information Systems staff, as well as the individual employee to maintain the integrity and
stability of Industrial Commission computer resources. This includes protecting the
confidentiality, and security of any computer resources assigned to an employee. As
such, each employee is responsible for following the rules listed herein:

PERSONAL COMPUTER USE

= Use only software that is approved, licensed, and installed by Information Systems
staff,

= With the exception of information Systems staff, allow no one, including self, to install
software, or alter the configuration of any equipment,

s Purchasing of personal computer software and peripherals is to be approved by

Information Systems, Coordinate the moving of equipment with Information Systems,

Report known damage to, or failure of hardware or software to Information Systems,

Maintain reasonably unpredictable passwords on all accounts requiring passwords,

Keep all passwords confidential,

Refrain from seiting any Basic Input Output System (BIOS) password, or placing

passwords on individual files without the consent of Information Systems,

= Properly sign-off of the network at the end of each working day unless otherwise
directed from Information Systems staff,
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s Do not use the Internet, electronic mail, or online services to provide access to
confidential information,

= Do not use the Internet, electronic mail, or online services to provide access to public
information without following existing rules and procedures of the IC for dissemination,

= Do not use the Internet, electronic mail, or online services to transmit or knowingly
solicit the receipt of executable programs without advance authorization from
Information Systems.

Information Systems cannot guarantee the confidentiality of any messages or documents
stored on the system. Activity logs will be kept for all Internet and electronic mail traffic.
These logs will contain the location, and duration of time spent at location if applicable, of
all traffic into and out of the agency. These logs may be periodically reviewed to ensure
that available resources are being used in an appropriate manner.

In order to protect the stability and security of its computer systems, the Industrial
Commission may employ hardware or software systems, which monitor or prohibit the
use of certain types software and/or data from being accessed or utilized on the Industrial
Commissions’ computer system.



















