State of Ohio
Office of the Inspector General

REPORT

FILE ID NUMBER:

AGENCY:

BASIS FOR INVESTIGATION:

ALLEGATIONS:

INITIATED:

DATE OF REPORT:

OF

THOMAS P. CHARLES, Inspector General

INVESTIGATION

2008298

Ohio Bureau of Workers’ Compensation

Agency Referral

Theft of Time

Misuse or abuse of State Property and Resources

October 22, 2008

January 13, 2009



EXECUTIVE SUMMARY
File ID No. 2008298

The Office of Inspector General initiated this istrgation after reviewing the preliminary
results of an internal investigation conducted g Special Investigations Department of the
Ohio Bureau of Workers’ Compensation (“BWC”). BWCinternal investigation found
extensive evidence that Jeffrey Adkins, who hachbeaployed as an Information Technology
Consultant 2 in the BWC Infrastructure and TechgwglDivision, was utilizing his BWC issued
computer and BWC provided Internet access to viem save non-work related materials

including sexually oriented material.

Adkins’ conduct was first identified when agencfommation technology personnel identified a
single sexually oriented internet site that Adkinsited. The Special Investigations Department
Cyber Crimes Team subsequently performed forensamaations of Adkins’ computers,
Internet logs and BWC servers. This examinatimeaed thousands of instances where Adkins
accessed non-work related web sites, many contpineppropriate/sexually oriented material
during his work hours. The examination also resgdhat Adkins had saved hundreds of non-
work related electronic files to his assigned BWinputer and at least one of BWC'’s servers,

many of those files consisted of sexually orientieléos, images, and audio files.

Examinations of Adkins’ internet usage logs demi@atst that he was spending the majority of
some work days visiting non-work related web sitégwing non-work related photos and
videos, authoring scripts and engaging in instae$saging about non-work related topics. The
Internet logs also indicate that many of the fikdkins accessed contained materials of a
sexually graphic nature and that he was engagitigisrconduct while he was being paid $46.83
per hour.

We interviewed Adkins’ supervisors and co-workamene of whom reported knowledge of
Adkins’ conduct. A former supervisor did tell dsat he now understands why Adkins requested
high cubicle walls for maximum privacy when Adkim@as moved to a different floor of the
building.



When confronted with evidence of his conduct, Adkiid admit to accessing and saving
sexually oriented material on state computers, oath he attempted to minimize his

misconduct. While BWC was prepared to terminate iAskkemployment, he resigned

immediately following his interview by our officend BWC updated state employment records
to reflect that Adkins was not recommended forire-h

While we credit the BWC Infrastructure and Techiggl®ivision personnel with identifying and
reporting Adkins’ misconduct, we question why hxee&ssive internet usage was overlooked for
several years. We make one recommendation retatechproved oversight of employees’
internet usage and ask that BWC respond to thiseoffithin the next 60 days. We have also
referred this matter to the Franklin County Prosecs Office and the Columbus City
Attorney’s Office for their review.
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l. BASIS FOR INVESTIGATION

On October 22, 2008, the Office of Inspector Geniargated this investigation after reviewing
the preliminary results of an internal investigatidoy the Ohio Bureau of Workers’
Compensation (“BWC”). BWC's internal investigatidaund that Jeffrey Adkins, who was
employed as an Information Technology Consultantin2the BWC Infrastructure and
Technology (“IT”) Division, was accessing non-waetated websites, viewing and saving non-
work related files, including sexually oriented evéls, using his state computer and while he

was on state time.

I ACTION TAKEN IN FURTHERANCE OF INVESTIGATION

Our office received substantial assistance fromBW&C Special Investigations Department and
especially their Cyber Crime Team through the recpwand forensic analysis of electronic files.
Many of the recovered files included non-work rethtmaterials, sexually oriented videos,
images, and audio files. In furtherance of thisestigation, our office conducted a thorough
review of these materials, subpoenaed and revieagditional records, and conducted

interviews of Adkins and other BWC employees.

lll.  DISCUSSION

Background Information

This investigation involved the actions of BWC emae, Jeffrey Adkins, who, as previously
noted, was an Information Technology Consultantn2the Infrastructure and Technology
Division. Adkins’ working title was “Enterprise Ahitect.” In this position, Adkins had

extensive technical knowledge of BWC’s computerteays and the measures BWC takes to

discourage employees from misusing their Interoeess and computer systems

1 BWC Position Description for an Information Teclogy Consultant 2 includes these job duties: Urnyereral
direction, provides technical advice and guidamcktormation Technology (IT) personnel at middladp
management levels regarding the Enterprise SeBiiisge evaluates, analyzes & designs complex impléatiens
involving heterogeneous platforms; evaluates computeds of agency & researches most difficult &plex
information systems problems related to the intégmaarchitecture; and provides expert opinionteglao project
technology issues/questions.
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Adkins was employed full-time by the BWC from Octol8, 2005 through October 30, 2008,
and was one of 2,395 full-time employéas BWC, all of whom have access to the Internet.
Adkins resigned from state employment immediatéigrahe was interviewed by our office [and

is listed in state personnel records as “Not recended for re-hire.”]

During his tenure at BWC, Adkins received favorapkrformance evaluations and was well
respected by the peers and managers we intervieakins was paid $46.83 per hour ($97,406
per year — excluding overtime compensation) atithe of his resignation.

The BWC Special Investigations Department Cybem@&riream recovered a significant amount
of electronic evidence from Adkins BWC computers folders on a BWC server and Internet
access logs. The recovered files included non-wetited materials and sexually oriented
videos, images and audio files. The Cyber CrimanTalso retrieved and analyzed Adkins’

electronic time keeping records.

Allegation 1. BWC Information Technology Consultan2 Jeffrey Adkins misused state
equipment by viewing and downloading non-work reddt materials including sexually
oriented material on state time.

The IT security department receives and reviewsirgernally generated weekly printout
identifying agency employees who exceed a specifigohber of hours on the internet. This
printout includes the estimated number of hours ¢laah identified employee was logged on to
the Internet as well as the sites they visited wWithmost activity.

While reviewing a weekly Internet usage report arnyJ29, 2008, a BWC Information
Technology Manager noted that Adkins had visitedra@arnet site which had the word “bitch”

in the web site name. During an interview, the aggen told us that he accessed the site from his
BWC issued computer and found it to contain seyuatblicit material. The manager said that
he then notified the BWC IT Data Security Superviagh his discovery. Within one day, this

2 BWC, according to its October 31, 2008 “Enterpf&port,” had 2,395 full-time employees. BWC |Poes that
all BWC full time employees and BWC consultants kiog on-site are provided with Internet access.
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information was relayed to the BWC Special Investimns Department and their Cyber Crimes

Team.

Upon reviewing the results of the agency prelimynarvestigation, our office adopted this

investigation and partnered with the Special Ingasibns Department.

During the next several months, the Cyber CrimesnTesecured agency Internet logs,
forensically imaged Adkins’ computer and capturddsf Adkins stored on one of BWC’s

servers. During their subsequent examination thbeC Crimes Team found evidence that
Adkins visited non-work related Internet sites,rstb and or opened hundreds of non-work

related files, including sexually oriented videimsages, and audio files, on his computer.

Based on reviews, analyses of computer data, asblysrecords, and interviews conducted in

the course of the investigation, we have determihedollowing:

Adkins was visiting non-work related web sites,lugiing sites that were sexually
oriented, and he was viewing and downloading videnages, and audio files several
hours per day. An examination of Internet usagt atapturing the sites Adkins
visited between May 5, 2008 and October 15, 2088 aled that Adkins visited one
or more sexually oriented adult websites on attIsiaty seven of the one hundred and

six days he reported for work within the period.

An examination of Adkins computer files and netwdolders revealed that Adkins
opened and or stored at least 318 sexually oriemedes; opened or stored eleven
adult audio files; opened and or stored over 12@@tghotos; and opened and or
stored seven files related to his activities withdhurch.



A detailed examination of the recovered data inn@\a sampling of eleven of Adkins
work days, revealed that of the almost 100 hourkisdreported being on the payroll,
he spent at least 43 of those hours visiting norkwelated Internet websites.

On all eleven days, Adkins spent between two tohsidrs of his work day visiting
non-work related Internet websites. Adkins spextivieen one-half to almost three of

those hours visiting sexually oriented adult wedssit

Adkins sent and received scores of emails relatedhis unpaid positions as
Technology Director for his church and the Cent@dlio district church mission

council. In addition to this large volume of emadmmunications, Adkins used state
computers and state software to create flow claadsother illustrations for his church
while at work, and he emailed his work productchorch representatives from his
state email account. Furthermore, church work gpeodvas found saved on his

computer hard drives.

Adkins utilized his BWC computer to visit web sitdedicated to aspiring writers.
Adkins spent excessive amounts of time engagingsuoh activities as instant
messaging, blogging, and writing related to amaféor making, church plays and

sexually oriented fiction stories.

When interviewed, Adkins first attempted to minimihis conduct by saying that he only

averaged one-half of one hour per day viewing déxwaiented material while on state time.

When shown several Internet usage logs which ligtedvebsites that he visited each minute of

each working day, he conceded that he spent therityapf some work days visiting non-work

related and sexually oriented Internet websites.

Adkins admitted that he used a portable data stodagice, known as a “thumb drive,” to save

erotic images and videos from his state computet,that he would take the thumb drive home
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for later viewing. He also admitted that he woeadiphones at work to listen to erotic audios

and videos.

Adkins admitted that he not only viewed non-workated files, including sexually oriented
material on his state computer, but that he alsedded sexually oriented images to other users
of the erotic groups that he visited while on statee. Adkins further admitted that he began
viewing sexually oriented material on his state pater from the time he was hired at BWC in

2005, and that his conduct continued for threesiear

We interviewed several of Adkins’ co-workers and Bupervisors, and none of the employees
reported observing any misconduct by Adkins. Questigation found that only once, in

February of 2007, did anyone from BWC challenge iAdkabout his excessive internet usage.
At that time, Adkins was questioned by the BWC 1&at® Security Supervisor about spending
over 18 hours on the internet in one week, but dogiged an explanation that was apparently

accepted by the BWC IT Data Security SupervisorBW{C management.

BWC Policy Memo 4.14 states that employees shdll mccess, download, transmit (send or
forward), and/or store any message or informatiocifding graphics) that is inappropriate (e.g.,
defamatory, abusive, obscene, profane, sexualgntad, threatening, or racially offensive).
This policy also prohibits downloading or savingygrersonal information including pictures

and movies. [See Exhibit A]

Accordingly, we find reasonable cause to believatth wrongful act occurred in this instance.

IV. OTHER MATTERS:

As mentioned, BWC information technology personpelform queries and create weekly
reports identifying employees with high volumeslaternet usage. These reports also capture

the Internet sites the employees are visiting ¢fesierate the largest volume of Internet activity.



Further, BWC utilizes software which blocks registe inappropriate sites. According to the
BWC IT Data Security Supervisor, this software kkaenillions of sites, but doesn’t block all

sites.

We reviewed the agency’s weekly Internet usagertegor the last three years, and found that
Adkins consistently appeared on the reports asobribe top ten highest volume users in the
agency. Many times, his name appeared in thehiee tto five users in terms of hours spent on

the internet per week.

We acknowledge that none of the top ten sites Aglkiccessed, which were identified in each
week’s report up to July of 2008, would be readilgntifiable as a sexually oriented web site.
We also recognize that Adkins’ knowledge of BWCistems and security measures enabled
him to avoid detection. However, BWC data secupigysonnel had access to the detailed data
relating to Adkins Internet usage at any time. &l& noted that management personnel within
the IT Division were receiving reports which clgaitlentified Adkins as a top user of their
Internet resources, yet, only once did anyone ehg# him about that use. Based on these
observations, we question why Adkins’ excessiverimt usage was overlooked. Had data
security personnel or IT management staff reviewdtins’ detailed internet logs, they would
have found that he extensively accessed sitescibraiained non-work related and sexually

oriented material and identified Adkins’ behavioomths, if not years sooner.

While we credit the BWC Infrastructure and Techmgglgpersonnel with identifying Adkins’
misconduct in July 2008, and acknowledge their me@forts to improve their oversight of
employees’ internet usage, the agency still needsiprove their utilization of technology and

personnel to identify misconduct on the part ofrteenployees.



V. CONCLUSION

This investigation determined that Jeffrey Adkiobthe BWC information technology division,

violated agency policy by accessing, viewing, aadirsy non-work related materials using his
state provided Internet access and computer, vamletate time. Adkins’ knowledge of the
agency internet filters undoubtedly assisted himnasking his activities for months, if not years.
Furthermore, Adkins utilized state equipment aradestime to perform information technology

tasks for his church.

While we credit information technology personnal fioding the first evidence on wrongdoing
on Adkins’ part, his conduct would have been idedimuch sooner had management chose not

to ignore weekly internal agency reports which destiated excessive internet usage.

As stated, Adkins resigned once interviewed androated with evidence of his wrongdoing.

VI. RECOMMENDATION

Based upon the results of this investigation, tH&c® of Inspector General is making the
following recommendation and requests that BWCaadpo this office within the next 60 days

with a plan on how these recommendations will belémented:

BWC should review its existing protocol for ovetsigof employee’s internet usage,
and identify those areas where they can betterrdgee technology and staff to

improve compliance with agency policy.

VIl. REFERRALS

This report will be referred to the Franklin Coumyosecutor’s Office and the Columbus City

Attorney’s Office for their review.
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EXHIBIT A

Memo 4.14
INTERNET, ELECTRONIC MAIL, WEBMAIL and INSTANT MESSAGING POLICY

It is the policy of the Bursau of Warkers' Compensation to facilitate appropriate,
business-related communication between smployees and customers of the BWC, and
among employees. Electronic resources such as the Intarnet, electronic mail (&-mail)
Webrmail and Instant Messaging (IM) enhance the productivity of BWC employees and
improve customar responsivensss. These rasourcas are 1o be used primarily to perform
required job duties. As is the case with all BWC resources, employees will be hald
accountable for thair proper use. This pelicy applies to both incoming and outgsing
transmissions regardless of whether the intarnal or extarnal Internat e-mail system is
used. Managers and supervisors may impase limitations as needad to prevent
axcessive or improper uge of BWC electronic resources. Violations of this policy will
result in corrective action in accordance with BWC's Prograssive Disciplinary Guidelines
Work Rules).

DEFIMNITIONS;

Internet: The Internet for World Wide Wab) is a global network that links computer
servers, accessible via employees' computers, that offers a vast array of research and
communications capabilities. It provides a low cost method of elactronically
communicaling with vendars, providers, and customers via e-mail. Internet services
enhance employeas’ capabilities (o respond to BWC customers who wish to conduct
business with BWC online. BWC's website is www.ohiobwe.com.

E-mail: Electronic mail; a system for transmitting messages and documents from one
computer to another. Messages may originate and terminate either internally or
extemally to the BWC.

Webmail: Microsoft Qutlook Web Access (Webmail) allows employass to access their
BWC e-mail accounts via computers at localions other than their desks (e.g., from home
ar a sarvice office),

Instant Messaging: Communication betwean computer usars that takes place in real
time over the network, it is analogous fo a telephone conversation but is text basad
rather than voice based,

Fair Labor Standards Act (FLSA): A fedsral labor law enforced by the Vage and Hour
Division of the U.S. Depariment of Labar that establishas minimum wage, overlime pay
rate, employer record-keeping requirements, and restrictions on the employment of
children,

EMPLOYEE RESPONSIBILITIES REGARDING ELECTRONIC RESOURCE USAGE:
Employees shall:

+  Keap all passwords confidantial,
»  Ensure the appropriateness of the content of all transmissions, (2.q., canfidential

ATTACHMENT A



information entrusted to BWC

Ensure your appropriate business use of the system and conduct your use in
accordancs with BWGC p_oll'cfas and procaduras,

Acknowledge that all relevant BWC policies and procadures apply in all
electronic transmissions,

Malee avery effort to aveid the infroduction of a computer winss into any BWC
computer systam,

Repart to Labor Relations any message or information received from any internal
or external source that is inappropriate (2.g., dafamatory, abusive, cbscena,
profane, sexually ariented, threatening, ar racially offensive),

Chserve and obey all copyright laws in accordance with Policy 8.04, Copyright
Policy (e.g., do not redistribute any copyrighted material without permission of
the copyright owner).

Employvees shall not:

Publish or post your e-mail address in any open bulletin board, forum, or other
public place either an or aff the Intemet,

Access, download, transmit (sand or forward), andfor store any message or
information {including graphics) that is inappropriate (2.9., defamatory, abusive,
ohscane, profane, sexually oranted, threatening, or racially affensive),
Transmit canfidential BVWG information to anyane not authorized to receive that
infarmatian,

Download, store andfor save any personal messagefinformation (ineluding but
not limited to written jokes or correspondence, slide shows, graphics, cartoons,
pictures, movies, music, greeting cards),

Such materials can take up space and computer mamory and limit BWC's ability
to stors business operations information,

o Retain inappropriate, non work-related e-mails. Such e-mails should be
deleted immediately upon recaipt. To delete an e-mail from the system,
delete the e-mail fram the Inboyx, then go to the Deletad liems folder and
delete the e-mail from it as well,

o Transmit outgoing messages that serve as advertising or solicitation,

Transmit chain letters {i.e., a mailing which requests recipients to continue
distribution or forward to others),

Transmit materials that viclate any faderal, state, or local law, or vialate any
provision of the BWGC Worlk Rules or Code of Ethics, and

Download executable programs or software without advancs T authaorization.

WEBMAIL:

Overtime eligible employses, other than those whose homea is their headguarters

ATTACHMENT A






