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EXECUTIVE SUMMARY 
 

File ID No. 2008298 
 
The Office of Inspector General initiated this investigation after reviewing the preliminary 

results of an internal investigation conducted by the Special Investigations Department of the 

Ohio Bureau of Workers’ Compensation (“BWC”).  BWC’s internal investigation found 

extensive evidence that Jeffrey Adkins, who had been employed as an Information Technology 

Consultant 2 in the BWC Infrastructure and Technology Division, was utilizing his BWC issued 

computer and BWC provided Internet access to view and save non-work related materials 

including sexually oriented material. 

 

Adkins’ conduct was first identified when agency information technology personnel identified a 

single sexually oriented internet site that Adkins visited.  The Special Investigations Department 

Cyber Crimes Team subsequently performed forensic examinations of Adkins’ computers, 

Internet logs and BWC servers.  This examination revealed thousands of instances where Adkins 

accessed non-work related web sites, many containing inappropriate/sexually oriented material 

during his work hours.  The examination also revealed that Adkins had saved hundreds of non-

work related electronic files to his assigned BWC computer and at least one of BWC’s servers, 

many of those files consisted of sexually oriented videos, images, and audio files. 

 

Examinations of Adkins’ internet usage logs demonstrated that he was spending the majority of 

some work days visiting non-work related web sites, viewing non-work related photos and 

videos, authoring scripts and engaging in instant messaging about non-work related topics.  The 

Internet logs also indicate that many of the files Adkins accessed contained materials of a 

sexually graphic nature and that he was engaging in this conduct while he was being paid $46.83 

per hour.   

 

We interviewed Adkins’ supervisors and co-workers, none of whom reported knowledge of 

Adkins’ conduct.  A former supervisor did tell us that he now understands why Adkins requested 

high cubicle walls for maximum privacy when Adkins was moved to a different floor of the 

building. 
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When confronted with evidence of his conduct, Adkins did admit to accessing and saving 

sexually oriented material on state computers, although he attempted to minimize his 

misconduct. While BWC was prepared to terminate Adkins employment, he resigned 

immediately following his interview by our office, and BWC updated state employment records 

to reflect that Adkins was not recommended for re-hire. 

 

While we credit the BWC Infrastructure and Technology Division personnel with identifying and 

reporting Adkins’ misconduct, we question why his excessive internet usage was overlooked for 

several years.  We make one recommendation related to improved oversight of employees’ 

internet usage and ask that BWC respond to this office within the next 60 days.  We have also 

referred this matter to the Franklin County Prosecutor’s Office and the Columbus City 

Attorney’s Office for their review. 
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I. BASIS FOR INVESTIGATION  
 
On October 22, 2008, the Office of Inspector General initiated this investigation after reviewing 

the preliminary results of an internal investigation by the Ohio Bureau of Workers’ 

Compensation (“BWC”).  BWC’s internal investigation found that Jeffrey Adkins, who was 

employed as an Information Technology Consultant 2 in the BWC Infrastructure and 

Technology (“IT”) Division, was accessing non-work related websites, viewing and saving non-

work related files, including sexually oriented materials, using his state computer and while he 

was on state time. 

 
 
II. ACTION TAKEN IN FURTHERANCE OF INVESTIGATION 
 
Our office received substantial assistance from the BWC Special Investigations Department and 

especially their Cyber Crime Team through the recovery and forensic analysis of electronic files.  

Many of the recovered files included non-work related materials, sexually oriented videos, 

images, and audio files. In furtherance of this investigation, our office conducted a thorough 

review of these materials, subpoenaed and reviewed additional records, and conducted 

interviews of Adkins and other BWC employees. 

 
 
III. DISCUSSION 

Background Information  

This investigation involved the actions of BWC employee, Jeffrey Adkins, who, as previously 

noted, was an Information Technology Consultant 2 in the Infrastructure and Technology 

Division.  Adkins’ working title was “Enterprise Architect.1”  In this position, Adkins had 

extensive technical knowledge of BWC’s computer systems and the measures BWC takes to 

discourage employees from misusing their Internet access and computer systems   

                                                 
1 BWC Position Description for an Information Technology Consultant 2 includes these job duties:  Under general 
direction, provides technical advice and guidance to Information Technology (IT) personnel at middle & top 
management levels regarding the Enterprise Service Bus; evaluates, analyzes & designs complex implementations 
involving heterogeneous platforms; evaluates computer needs of agency & researches most difficult & complex 
information systems problems related to the integration architecture; and provides expert opinion related to project 
technology issues/questions. 
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Adkins was employed full-time by the BWC from October 3, 2005 through October 30, 2008, 

and was one of 2,395 full-time employees2 at BWC, all of whom have access to the Internet.   

Adkins resigned from state employment immediately after he was interviewed by our office [and 

is listed in state personnel records as “Not recommended for re-hire.”] 

 

During his tenure at BWC, Adkins received favorable performance evaluations and was well 

respected by the peers and managers we interviewed.  Adkins was paid $46.83 per hour ($97,406 

per year – excluding overtime compensation) at the time of his resignation. 

The BWC Special Investigations Department Cyber Crime Team recovered a significant amount 

of electronic evidence from Adkins BWC computer, his folders on a BWC server and Internet 

access logs.  The recovered files included non-work related materials and sexually oriented 

videos, images and audio files.  The Cyber Crime Team also retrieved and analyzed Adkins’ 

electronic time keeping records.   

 
Allegation 1:  BWC Information Technology Consultant 2 Jeffrey Adkins misused state 
equipment by viewing and downloading non-work related materials including sexually 
oriented material on state time. 
 
The IT security department receives and reviews an internally generated weekly printout 

identifying agency employees who exceed a specified number of hours on the internet.  This 

printout includes the estimated number of hours that each identified employee was logged on to 

the Internet as well as the sites they visited with the most activity. 

 

While reviewing a weekly Internet usage report on July 29, 2008, a BWC Information 

Technology Manager noted that Adkins had visited an Internet site which had the word “bitch” 

in the web site name.  During an interview, the manager told us that he accessed the site from his 

BWC issued computer and found it to contain sexually explicit material.  The manager said that 

he then notified the BWC IT Data Security Supervisor with his discovery.  Within one day, this 

                                                 
2 BWC, according to its October 31, 2008 “Enterprise Report,” had 2,395 full-time employees.  BWC IT reports that 
all BWC full time employees and BWC consultants working on-site are provided with Internet access. 
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information was relayed to the BWC Special Investigations Department and their Cyber Crimes 

Team. 

 

Upon reviewing the results of the agency preliminary investigation, our office adopted this 

investigation and partnered with the Special Investigations Department. 

 

During the next several months, the Cyber Crimes Team secured agency Internet logs, 

forensically imaged Adkins’ computer and captured files Adkins stored on one of BWC’s 

servers.  During their subsequent examination the Cyber Crimes Team found evidence that 

Adkins visited non-work related Internet sites, stored and or opened hundreds of non-work 

related files, including sexually oriented videos, images, and audio files, on his computer. 

 

Based on reviews, analyses of computer data, analyses of records, and interviews conducted in 

the course of the investigation, we have determined the following: 

 

·  Adkins was visiting non-work related web sites, including sites that were sexually 

oriented, and he was viewing and downloading videos, images, and audio files several 

hours per day.   An examination of Internet usage data capturing the sites Adkins 

visited between May 5, 2008 and October 15, 2008, revealed that Adkins visited one 

or more sexually oriented adult websites on at least sixty seven of the one hundred and 

six days he reported for work within the period. 

 

·  An examination of Adkins computer files and network folders revealed that Adkins 

opened and or stored at least 318 sexually oriented movies; opened or stored eleven 

adult audio files; opened and or stored over 1200 adult photos; and opened and or 

stored seven files related to his activities with his church. 
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·  A detailed examination of the recovered data involving a sampling of eleven of Adkins 

work days, revealed that of the almost 100 hours Adkins reported being on the payroll, 

he spent at least 43 of those hours visiting non-work related Internet websites.   

 

·  On all eleven days, Adkins spent between two to six hours of his work day visiting 

non-work related Internet websites.  Adkins spent between one-half to almost three of 

those hours visiting sexually oriented adult websites.   

 

·  Adkins sent and received scores of emails related to his unpaid positions as 

Technology Director for his church and the Central Ohio district church mission 

council.  In addition to this large volume of email communications, Adkins used state 

computers and state software to create flow charts and other illustrations for his church 

while at work, and he emailed his work products to church representatives from his 

state email account.  Furthermore, church work product was found saved on his 

computer hard drives. 

 

·  Adkins utilized his BWC computer to visit web sites dedicated to aspiring writers.  

Adkins spent excessive amounts of time engaging in such activities as instant 

messaging, blogging, and writing related to amateur film making, church plays and 

sexually oriented fiction stories. 

 

 

When interviewed, Adkins first attempted to minimize his conduct by saying that he only 

averaged one-half of one hour per day viewing sexually oriented material while on state time.  

When shown several Internet usage logs which listed the websites that he visited each minute of 

each working day, he conceded that he spent the majority of some work days visiting non-work 

related and sexually oriented Internet websites. 

 

Adkins admitted that he used a portable data storage device, known as a “thumb drive,” to save 

erotic images and videos from his state computer, and that he would take the thumb drive home 
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for later viewing.  He also admitted that he wore headphones at work to listen to erotic audios 

and videos.   

 

Adkins admitted that he not only viewed non-work related files, including sexually oriented 

material on his state computer, but that he also forwarded sexually oriented images to other users 

of the erotic groups that he visited while on state time.  Adkins further admitted that he began 

viewing sexually oriented material on his state computer from the time he was hired at BWC in 

2005, and that his conduct continued for three years.   

 

We interviewed several of Adkins’ co-workers and his supervisors, and none of the employees 

reported observing any misconduct by Adkins.  Our investigation found that only once, in 

February of 2007, did anyone from BWC challenge Adkins about his excessive internet usage.  

At that time, Adkins was questioned by the BWC IT Data Security Supervisor about spending 

over 18 hours on the internet in one week, but he provided an explanation that was apparently 

accepted by the BWC IT Data Security Supervisor and BWC management. 

 

BWC Policy Memo 4.14 states that employees shall not:  Access, download, transmit (send or 

forward), and/or store any message or information (including graphics) that is inappropriate (e.g., 

defamatory, abusive, obscene, profane, sexually oriented, threatening, or racially offensive).  

This policy also prohibits downloading or saving any personal information including pictures 

and movies.  [See Exhibit A] 

 

Accordingly, we find reasonable cause to believe that a wrongful act occurred in this instance. 

  

 

IV. OTHER MATTERS: 

 

As mentioned, BWC information technology personnel perform queries and create weekly 

reports identifying employees with high volumes of Internet usage.  These reports also capture 

the Internet sites the employees are visiting that generate the largest volume of Internet activity.  
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Further, BWC utilizes software which blocks registered inappropriate sites.  According to the 

BWC IT Data Security Supervisor, this software blocks millions of sites, but doesn’t block all 

sites.   

 

We reviewed the agency’s weekly Internet usage reports for the last three years, and found that 

Adkins consistently appeared on the reports as one of the top ten highest volume users in the 

agency.  Many times, his name appeared in the top three to five users in terms of hours spent on 

the internet per week.   

 

We acknowledge that none of the top ten sites Adkins accessed, which were identified in each 

week’s report up to July of 2008, would be readily identifiable as a sexually oriented web site.  

We also recognize that Adkins’ knowledge of BWC’s systems and security measures enabled 

him to avoid detection.  However, BWC data security personnel had access to the detailed data 

relating to Adkins Internet usage at any time.  We also noted that management personnel within 

the IT Division were receiving reports which clearly identified Adkins as a top user of their 

Internet resources, yet, only once did anyone challenge him about that use.  Based on these 

observations, we question why Adkins’ excessive Internet usage was overlooked.  Had data 

security personnel or IT management staff reviewed Adkins’ detailed internet logs, they would 

have found that he extensively accessed sites that contained non-work related and sexually 

oriented material and identified Adkins’ behavior months, if not years sooner. 

 

While we credit the BWC Infrastructure and Technology personnel with identifying Adkins’ 

misconduct in July 2008, and acknowledge their recent efforts to improve their oversight of 

employees’ internet usage, the agency still needs to improve their utilization of technology and 

personnel to identify misconduct on the part of their employees.  
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V. CONCLUSION 
 

This investigation determined that Jeffrey Adkins, of the BWC information technology division, 

violated agency policy by accessing, viewing, and saving non-work related materials using his 

state provided Internet access and computer, while on state time.  Adkins’ knowledge of the 

agency internet filters undoubtedly assisted him in masking his activities for months, if not years.  

Furthermore, Adkins utilized state equipment and state time to perform information technology 

tasks for his church.   

 

While we credit information technology personnel for finding the first evidence on wrongdoing 

on Adkins’ part, his conduct would have been identified much sooner had management chose not 

to ignore weekly internal agency reports which demonstrated excessive internet usage. 

 

As stated, Adkins resigned once interviewed and confronted with evidence of his wrongdoing.      

 

VI. RECOMMENDATION 
 
Based upon the results of this investigation, the Office of Inspector General is making the 

following recommendation and requests that BWC respond to this office within the next 60 days 

with a plan on how these recommendations will be implemented:  

 
BWC should review its existing protocol for oversight of employee’s internet usage, 

and identify those areas where they can better leverage technology and staff to 

improve compliance with agency policy. 

 

VII. REFERRALS 
 
This report will be referred to the Franklin County Prosecutor’s Office and the Columbus City 

Attorney’s Office for their review.
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