
C. Valid Access of CPI 
CPI maintained on ODT's systems may only be accessed by ODT employees for valid 
business purposes. Such valid purposes include the following: 

• Responding to calls and correspondence from taxpayers and their authorized 
representatives regarding their accounts and updating ODT systems with current 
information. 

• Responding to public records request. Note, however, that an individual's CPI 
maintained in ODT's systems would never be released to another individual as 
part of a public records request. 

• Responding to a request from an individual for a list of, or copies of, the CPI 
which ODT maintains on that individual. 

• Processing tax returns, including tax payments, and tax refund claims. 
• License and permit processes which are part of ODT's authority. 
• Complying with state or federal program requirements and/or administering a 

constitutional, statutory, or administrative rule provision or duty. 
• Investigating, auditing, conducting compliance programs or conducting law 

enforcement activities under ODT's authority. 
• Preparing for ODT litigation or complying with an order or subpoena of a court. 
• Conducting administrative hearings. 
• Complying with an executive order or policy, or an ODT policy, or a policy 

issued by the Ohio Department of Administrative Services, or the Ohio Office of 
Budget and Management. 

• Complying with a collective bargaining agreement provision. 
• Working with the Ohio Attorney General's office or its designee regarding 

collection and compromise matters. 
• Developing, implementing, or supporting ODT's computer systems including 

interfaces with other agencies. 
• Administering programs to discover delinquent or noncompliant taxpayers. 
• Performing internal audit functions and investigations. 
• Drafting final determinations. 
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• Assisting other agencies in tax administration and compliance as authorized under 
Ohio and federal statutes. 

• Performing human resource functions, e.g., hiring, promotion, demotion, 
discharge, compensation issues, leave requests/issues, time card approvals/issues. 
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D. Invalid I Improper Access of CPI 
Examples of invalid I improper access include looking up information regarding relatives, 
acquaintances, neighbors, celebrities or others for which there is no valid business 
purpose. In the event an ODT employee is contacted by a relative or acquaintance and 
asked to look up that person's CPI to resolve a tax issue, the employee should notify 
his/her supervisor. The supervisor can explain to the requester that another agent will 
handle the request. 
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STATE OF OHIO IT POLICY 
USE OF INTERNET, E-MAIL AND OTHER IT RESOURCES 

 ITP-E.8 Page 3 of 9 

5.2 Unacceptable Personal Use. Any personal use of IT resources that disrupts or 
interferes with government business, incurs an undue cost to the state, could 
potentially embarrass or harm the state, or has the appearance of impropriety is 
strictly prohibited. Personal use that is strictly prohibited includes, but is not 
limited to, the following: 

5.2.1 Violation of Law. Violating or supporting and encouraging the violation of 
local, state or federal law is strictly prohibited. 

5.2.2 Illegal Copying. Downloading, duplicating, disseminating, printing or 
otherwise using copyrighted materials, such as software, texts, music and 
graphics, in violation of copyright laws is strictly prohibited.  

5.2.3 Operating a Business. Operating a business, directly or indirectly, for 
personal gain is strictly prohibited. 

5.2.4 Accessing Personals Services. Accessing or participating in any type of 
personals ads or services, such as or similar to dating services, 
matchmaking services, companion finding services, pen pal services, 
escort services, or personals ads is strictly prohibited.  

5.2.5 Accessing Sexually Explicit Material. Downloading, displaying, 
transmitting, duplicating, storing or printing sexually explicit material is 
strictly prohibited.  

5.2.6 Harassment. Downloading, displaying, transmitting, duplicating, storing or 
printing material that is offensive, obscene, threatening or harassing is 
strictly prohibited.  

5.2.7 Gambling or Wagering. Organizing, wagering on, participating in or 
observing any type of gambling event or activity is strictly prohibited. 

5.2.8 Mass E-mailing. Sending unsolicited e-mails or facsimiles in bulk or 
forwarding electronic chain letters in bulk to recipients inside or outside of 
the state environment is strictly prohibited. 
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1. Authority 

The Tax Commissioner issues Ohio Department of Taxation (herein referred to as the "Department") Policy 
ODT-005 in accordance with Ohio Revised Code (O.R.C.) § 5703.05. O.R.C. § 5703.05 grants the Tax 
Commissioner powers, functions, and duties including the authority to manage and direct the Department's 
operations. 

2. Purpose 

The purpose of this policy is to establish standards to effectuate O.R.C. § 5703.07 that states in part: 
" ... Except as otherwise authorized in section 108. 05 of the Revised Code, the tax commissioner and each 
employee of the department of taxation shall devote his entire time to the duties of his office, and shall not 
hold any position of trust or profit or engage in any occupation, employment, or business interfering with or 
inconsistent with his duty as commissioner or an employee, or serve on or under any committee of any 
political party." 

3. Applicability 

This policy applies to all Departmental employees. 

4. Definitions 

4.1 . Activity - Employment of any type, contracting, volunteering, or providing services or anything 
of value, regardless of whether anything of value is received in return . 

4.2. Conflict of Interest - A conflict of interest occurs when an em'ployee's private interest, usually 
of a personal, financial or economic nature, conflicts or raises a reasonable question of conflict 
with public duties or responsibilities associated with the performance of Departmental 
employment. 

However, a conflict of interest may also exist in any of the following situations: 

4.2.1. An employee's direct or indirect financial interests may be in apparent conflict with official 
job responsibilities; or 

4.2.2. The employee's financial, business, personal, social or official relationship with a 
taxpayer could lead to a situation where the employee's impartiality and independence 
may be reasonably questioned. 
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4.2.3. Situations that involve the employee's personal tax matters, not otherwise construed to 
be a conflict of interest, are not prohibited - for example, an employee can represent 
himself or herself before governmental bodies. 

4.2.4. The following are specific acts or situations that may reasonably be construed as conflicts 
of interest: 

4.2.4.a. Performing any official job responsibilities for anyone with whom the employee 
maintains either a direct or indirect business, personal, social, or official relationship 
or for anyone the employee knows personally; 

4.2.4.b. Accomplishing or attempting to accomplish personal gain while performing official job 
duties or through any information acquired while performing such duties; 

4.2.4.c. Accessing or altering any tax return or payment information (e.g., IMOD records) that 
pertains to any previously filed tax return for one's self. an immediate family member. 
a personal friend, or individual(s) the employee knows on a personal basis. In cases 
where adjustments are necessary, the employee will discuss the matter with his/her 
immediate supervisor who will either make the adjustments or instruct another 
employee to make the adjustments; 

4.2.4.d. Failing to disqualify oneself from an official job assignment which involves any 
taxpayer with whom the employee either directly or indirectly maintains a relationship 
that could reasonably impair the employee's objectivity in the completion. 
determination, or recommendation resulting from that assignment; 

4.2.4.e. Using an employee's credentials or official position. status, or designation to exert 
influence or obtain, either directly or indirectly, privileges, favors, or rewards for the 
employee or others, or to improperly enhance the employee's own prestige; 

4.2.4.f. Directly or indirectly requesting or accepting any gift. favor, service. loan. or 
entertainment under circumstances that might reasonably be construed as 
influencing or improperly relating to past, present, or future performances of official 
duties; 

4.2.4.g. Representing a taxpayer other than an immediate' family member in any capacity 
concerning any municipal, county, state or federal tax matters. except certam 
volunteer activities may be permitted with prior approval from the Tax Commissioner 
or his/her designee; 

4.2.4.h. Dealing in an official capacity (e.g., conducting an audit) with a legal entity when the 
employee has an ownership or interest in the legal entity or stock of the operation 
with a market value of greater than $50,000, or has an ownership interest in the legal 
entity of more than 1% of the fair market value of the legal entity. Securities held in 
financial funds, such as mutual funds, where the ownership of a specific legal entity 
does not result in the employee exercising control (voting) or business judgment for 
the specific legal entity, are not subject to this recusal or notification. With the Tax 
Commissioner or his/her designee's permission, the employee may continue with the 
assignment on conditions the Tax Commissioner his/her designee may impose. 

4.2.4.i. Being employed or compensated by a supervisory or management employee who 
has the ability to influence tangible job actions pertaining to the employee. 

4.2.4.j. Engaging in any violation of Ohio Ethics Laws in• the course of any occupation, 
employment, business, or activity outside the scope of official employment. 
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4.3. Immediate family member - An employee, a spouse of an employee on a joint tax return , or 
employee's minor child or legal ward. 

5. Policy 

5.1 . The Tax Commissioner prohibits employees from engaging in the following activities while 
employed with the Department: 

5.1.1. Engaging in any outside activity that is inconsistent with the employee's time. resources 
and duties with the Department, or in any degree adversely affects or interferes with the 
performance of such duties; 

5.1.2. Employment or contracting with any person or legal entity that provides tax preparation 
services, accounting services, or advice or lobbying services on matters of local, county, 
state, or federal taxation. 

5.1.3. Engaging in the preparation or completion, outside of the scope of official duties, of any 
tax returns involving local, county, state or federal taxation laws for or on behalf of any 
taxpayer (other than an immediate family member). Certain volunteer activities, such as 
Volunteer Income Tax Assistance, may be permitted with prior approval from the Tax 
Commissioner or his/her designee; or 

5.1.4. Maintaining, consulting, advising on, or auditing the books or records of any taxpayer 
outside the scope of official employment, including book keeping, which may 
subsequently be used as the basis for the determination of any local, state, or federal 
taxation liability. 

5.2. Employees are expected to avoid situations giving the appearance of a conflict of interest or 
situations or activities that are prohibited conflicts of interests with under this Policy. The 
definition of conflict of interest set forth herein is intended to provide employees with guidance on 
what outside acts would constitute a conflict of interest and the steps to follow to receive an 
official opinion. Each situation's facts must be analyzed to determine whether a conflict of 
interest exists. Accordingly, when in doubt, employees are expected to seek a conflict of interest 
review and approval under this policy. Approval will prevent disciplinary action, except when 
such approval is revoked and an employee continues to engage in a conflict of interest. 

5.3. Conflict of Interest Review Process 

5.3.1. Employees must obtain approval before engaging in any activity, whether paid or unpaid, 
that involves accounting issues, tax-related issues, or maintaining, consulting on, 
advising on, or auditing books or records outside the scope of official employment. 

5.3.2. Employees are to initiate the conflict of interest review process by contacting their 
supervisor to complete a request for conflict of interest review form for submission to the 
supervisor. 

5.3 .3. Supervisors must forward the completed and signed conflict of interest review form to the 
Tax Commissioner's Office. 

5.3.4. The Tax Commissioner or his/her designee will examine and research the request, and 
report the findings to the Tax Commissioner or his designee and the employee within 
fifteen (15) workdays after receipt of all necessary information. When an employee 
requires a response in less than fifteen ( 15) work days. the employee may ask to 
expedite the process. Employees must respond to follow-up questions or requests for 
additional information. 
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5.4. Employees' outside activities are subject to review at any time for a conflict of interest at the 
discretion of the Tax Commissioner or his/her designee. 

5.5. Conflict of interest reviews do not constitute legal advice. Employees must contact the Tax 
Commissioner or his/her designee or the Ohio Ethics Commission with questions about Ohio 
Ethics Laws as they pertain to official duties. 

5.6. Engaging in a conflict of interest may result in disciplinary action including removal from 
employment. When an employee has been notified that an activity constitutes a conflict of 
interest and the employee continues to engage in the activity, the Tax Commissioner or his/her 
designee may order the employee to cease and desist, and the employee may be subject to 
disciplinary action including removal from employment. 
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	5.6.1 Impeding Access. Impeding the state’s ability to access, inspect and monitor IT resources is strictly prohibited. A public servant shall not encrypt or conceal the contents of any file or electronic communication on state computers without proper authorization. A public servant shall not set or manipulate a password on any state computer, program, file or electronic communication without proper authorization.

	5.7 Misrepresentation. Concealing or misrepresenting one’s name or affiliation to mask unauthorized, fraudulent, irresponsible or offensive behavior in electronic communications is strictly prohibited.
	5.8 Restrictions on the Use of State E-mail Addresses. Public servants shall avoid the appearance of impropriety and avoid the appearance of leveraging the stature of the state in the use of their assigned state e-mail address. State e-mail addresses, such as “firstname.lastname@ohio.gov” or “firstname.lastname@agency.state.oh.us,” shall not be used for personal communication in public forums such as, or similar to, listservs, discussion boards, discussion threads, comment forums, or blogs.
	5.9 Violations of Systems Security Measures. Any use of state-provided IT resources that interferes with or compromises the security or operations of any computer system, or compromises public trust, is strictly prohibited.
	5.9.2 Accessing or Disseminating Confidential Information. Accessing or disseminating confidential information or information about another person without authorization is strictly prohibited.
	5.9.3 Accessing Systems without Authorization. Accessing networks, files or systems or an account of another person without proper authorization is strictly prohibited. Public servants are individually responsible for safeguarding their passwords.
	5.9.4 Distributing Malicious Code. Distributing malicious code or circumventing malicious code security is strictly prohibited. 

	5.10 Penalties. Violation of this policy may result in disciplinary action or contractual penalties, and may be cause for termination. In addition, public servants may be subject to a civil action or criminal prosecution as a result of inappropriate use or misuse of IT resources. The Ohio Revised Code (ORC) makes certain misuses of IT resources criminal offenses:
	5.11.1 Education and Awareness. Agencies shall ensure that restrictions and controls on personal use of IT resources are addressed by education and awareness programs. Public servants shall be made aware of their respective agency’s use policy, this state policy, applicable local, state and federal laws, and any applicable collective bargaining agreement provisions. Agencies shall provide employees, contractors, temporary personnel and other agents of the state under their employ a copy of the agency’s Internet, e-mail and IT resources use policy.

	5.12 State Registry. The Ohio Office of Information Technology Investment and Governance Division Statewide IT Policy Program Area (“Statewide IT Policy”) shall maintain a registry of the Internet, e-mail and IT resources use policies of state agencies.
	5.12.1 Statewide IT Policy shall establish a procedure for the submission of agency Internet, e-mail and IT resources use policies and shall instruct agencies as to the requirements of the procedure. Agencies shall be notified of any relevant changes in the procedure.  
	5.12.2 Upon request, Statewide IT Policy shall make the registry available for inspection in a timely manner to any interested party.


	6.0 Procedures
	6.1 Agencies shall submit a copy of their Internet, e-mail and IT resources use policy to the Office of Information Technology, Statewide IT Policy.
	6.1.1 If at any time an agency should make a change of substance in their Internet, e-mail and IT resource use policy, a copy of the revised policy shall be submitted to Statewide IT Policy.
	6.1.2 Copies of policies shall be submitted using one of the following forms and methods.
	 For hardcopy documents or for documents in .pdf or .doc formats on optical media, submit via interagency mail to OIT, Statewide IT Policy, 30 East Broad Street, 39th Floor
	 For facsimile transmission, submit to OIT, Statewide IT Policy at (614) 644-9152
	 For documents in .pdf or .doc formats, submit as e-mail attachments to State.ITPolicy.Manager@oit.ohio.gov  
	 For documents posted to an externally available Web site not requiring authentication, submit the applicable URL via e-mail to State.ITPolicy.Manager@oit.ohio.gov  
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	9.1 Blog. Web-based content consisting primarily of periodic articles or essays listed with the latest entry and visitor comments at the top. Blog topics can range from personal diaries to political issues, media programs and industry analysis. Blogs are also known as “Weblogs” or “Web logs.”
	9.2 Chat Room. An online forum where people can broadcast messages to people connected to the same forum in real time. Sometimes, these forums support audio and video communications, allowing people to converse and to see each other.
	9.3 Confidentiality. The assurance that information is disclosed only to those systems or persons who are intended to receive the information. Areas in which confidentiality may be important include nonpublic customer information, patient records, information about a pending criminal case, or infrastructure specifications. Information systems that must ensure confidentiality will likely deploy techniques such as passwords, and could include encryption.
	9.4 Instant Messaging. A software tool that allows real-time electronic messaging or chatting. Instant messaging services use “presence awareness,” indicating whether people on one’s list of contacts are currently online and available to chat. Examples of instant messaging services are AOL Instant Messenger, Yahoo! Messenger and MSN Messenger.
	9.5 Internet. A worldwide system of computer networks — a network of networks — in which computer users can get information and access services from other computers. The Internet is generally considered to be public, untrusted and outside the boundary of the state of Ohio enterprise network. 
	9.6 IT Resources. Any information technology resource, such as computer hardware and software, IT services, telecommunications equipment and services, digital devices such as digital copiers and facsimile machines, supplies and the Internet, made available to public servants in the course of conducting state government business in support of agency mission and goals.
	9.7 Listserv. An electronic mailing list software application that was originally developed in the 1980s and is also known as “discussion lists.” A listserv subscriber uses the listserv to send messages to all the other subscribers, who may answer in similar fashion.
	9.8 Malicious Code. Collective term for program code or data that is intentionally included in or inserted into an information system for unauthorized purposes without the knowledge of the user. Examples include viruses, logic bombs, Trojan horses and worms.
	9.9 Online Forum. A Web application where people post messages on specific topics. Forums are also known as Web forums, message boards, discussion boards and discussion groups. They were predated by newsgroups and bulletin boards in the 1980s and 1990s.
	9.10 Peer-to-Peer (P2P) File-Sharing. Directly sharing content like audio, video, data, software or anything in digital format between any two computers connected to the network without the need for a central server. Examples of P2P networks are Kazaa, OpenNap, Grokster, Gnutella, eDonkey and Freenet.
	9.11 Public Servant. Any employee of the state, whether in a temporary or permanent capacity, and any other person performing a government function, including, but not limited to, a consultant, contractor, advisor or a member of a temporary commission.
	9.12 Social Networks. Web sites promoting a “circle of friends” or “virtual communities” where participants are connected based on various social commonalities such as familial bonds, hobbies or dating interests. Examples include eHarmony, Facebook, Friendster, LinkedIn, Match.com, MySpace, Plaxo and Yahoo!Groups.
	9.13 Telephone Service. Unless otherwise stated, telephone service includes both wired telephones and wireless telephones.
	9.14 Wiki. A Web application that allows one user to add content and any other user to edit the content. The popular software used to implement this type of Web collaboration is known as “Wiki.” A well-known implementation is Wikipedia, an online encyclopedia.
	9.15 Wireless. Use of various electromagnetic spectrum frequencies, such as radio and infrared, to communicate services, such as data and voice, without relying on a hardwired connection, such as twisted pair, coaxial or fiber optic cable.
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