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“Safeguarding integrity in state government”

The Ohio Office of the Inspector General is authorized by state law to investigate alleged 
wrongful acts or omissions committed by state officers or state employees involved in the 
management and operation of state agencies.  We at the Inspector General’s Office 
recognize that the majority of state employees and public officials are hardworking, 
honest, and trustworthy individuals.  However, we also believe that the responsibilities of 
this Office are critical in ensuring that state government and those doing or seeking to do 
business with the State of Ohio act with the highest of standards.  It is the commitment of 
the Inspector General’s Office to fulfill its mission of safeguarding integrity in state 
government.  We strive to restore trust in government by conducting impartial 
investigations in matters referred for investigation and offering objective conclusions 
based upon those investigations. 

Statutory authority for conducting such investigations is defined in Ohio Revised Code 
§121.41 through 121.50.  A Report of Investigation is issued based on the findings of the
Office, and copies are delivered to the Governor of Ohio and the director of the agency 
subject to the investigation.  At the discretion of the Inspector General, copies of the 
report may also be forwarded to law enforcement agencies or other state agencies 
responsible for investigating, auditing, reviewing, or evaluating the management and 
operation of state agencies.  The Report of Investigation by the Ohio Inspector General is 
a public record under Ohio Revised Code §149.43 and related sections of Chapter 149.   
It is available to the public for a fee that does not exceed the cost of reproducing and 
delivering the report. 

The Office of the Inspector General does not serve as an advocate for either the 
complainant or the agency involved in a particular case.  The role of the Office is to 
ensure that the process of investigating state agencies is conducted completely, fairly, and 
impartially.  The Inspector General’s Office may or may not find wrongdoing associated 
with a particular investigation.  However, the Office always reserves the right to make 
administrative recommendations for improving the operation of state government or 
referring a matter to the appropriate agency for review. 

The Inspector General’s Office remains dedicated to the principle that no public servant, 
regardless of rank or position, is above the law, and the strength of our government is 
built on the solid character of the individuals who hold the public trust. 

Randall J. Meyer
Ohio Inspector General

The Office of the Ohio Inspector General ...
The State Watchdog
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INITIAL ALLEGATION AND COMPLAINT SUMMARY 

On September 21, 2015, the Office of the Ohio Inspector General received a complaint from the 

Ohio Department of Transportation (ODOT) Office of Investigative Services (OIS) concerning a 

Bowling Green State University (BGSU) researcher.  ODOT staff reported that the researcher, 

Alan Atalah Ph.D., had been conducting research on a project titled “Evaluation of ODOT’s 

Culvert Boring Process.”  During the course of the project, the ODOT Office of Statewide 

Planning and Research made the decision to terminate the contract and asked Atalah to cease all 

work and send all existing project files to ODOT on a portable USB drive.  The USB drive was 

received by the ODOT Office of Statewide Planning and Research via the United States Postal 

Service (USPS) on April 2, 2015.  On September 21, 2015, while downloading the project data 

files to an encrypted drive to share with consulting firms for bids to complete the work, the 

ODOT program administrator discovered narrative within the file that was unrelated to Atalah’s 

project research for ODOT; specifically, a file titled “Conversations.doc.”  The 

“Conversations.doc” file was seven pages of narrative that described sex acts involving adults, 

children, and animals. 

The Office of the Ohio Inspector General opened an investigation on September 23, 2015. 

BACKGROUND   

Ohio Department of Transportation  

The Ohio Department of Transportation (ODOT) is responsible for maintaining the state’s system of 

highways, as well as overseeing the state’s rail, aviation, and public transportation systems.  The 

department has 12 districts along with a central office located in Columbus, Ohio.  The director is 

appointed by the governor and confirmed by the Ohio Senate.  The majority of ODOT’s funding 

comes from federal sources, state taxes on motor fuels, and bond revenue.1 

The Ohio General Assembly enacted Ohio Revised Code 121.51, effective July 3, 2007, which 

created the deputy inspector general for the Ohio Department of Transportation (ODOT).  This 

statute designated this deputy inspector general “… shall investigate all wrongful acts or 

omissions that have been committed or are being committed by employees of the department” 

1  Source: Biennial budget documents. 
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and provides the deputy inspector general the same powers and duties regarding matters 

concerning the department as those specified in sections 121.42, 121.43, and 121.45 of the Ohio 

Revised Code for matters involving ODOT.  

Bowling Green State University IT Policy 

The IT policy for Bowling Green State University states, in part: 

1. All usage of information technology resources is to be consistent with all other

relevant policies at BGSU. 

2. Users must be aware of and comply with all Federal, State, local, and other applicable

laws, contracts, regulations and licenses. 

 US Code

 Ohio Revised Code

 Digital Millennium Copyright Act (DMCA)

 Electronic Communications Privacy Act (ECPA)

 Computer Fraud and Abuse Act (CFAA)

 Family Educational Rights and Privacy Act (FERPA)

 Health Insurance Portability and Accountability Act (HIPAA)

 Gramm-Leach-Bliley Act (GLBA)

 House Bill 104

3. Use of information technology to access resources other than those supporting the

academic, administrative, educational, research and service missions of the University or 

for more than limited social purposes is prohibited. 

INVESTIGATIVE SUMMARY 

On September 21, 2015, the Office of the Ohio Inspector General received a telephone call from 

ODOT-OIS Investigator Ed Waters and Program Administrator 2 Kelly Nye of the ODOT Office 

of Statewide Planning and Research.  At the beginning of the telephone conversation, Waters 

stated that Nye was in his office.  Nye explained to investigators that the BGSU Department of 

Construction Management had been working on research related to culvert boring on a federal 

and state grant administered by ODOT.  Nye noted that ODOT was dissatisfied with the research 

completed by BGSU researchers.  ODOT directed the BGSU researchers to cease work and send 

all work product completed as of that date to the ODOT Office of Statewide Planning and 

Research.  The work product was received by ODOT on April 2, 2015, and arrived on a USB 

http://uscode.house.gov/
http://codes.ohio.gov/orc/
http://thomas.loc.gov/cgi-bin/query/z?c105:h.R.2281.ENR:
http://www.law.cornell.edu/uscode/text/18/part-I/chapter-121
http://uscode.house.gov/view.xhtml?req=%28title:18%20section:1030%20edition:prelim%29%20OR%20%28granuleid:USC-prelim-title18-section1030%29&f=treesort&edition=prelim&num=0&jumpTo=true
http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://aspe.hhs.gov/admnsimp/pl104191.htm
http://www.ftc.gov/privacy/glbact/glbsub1.htm
http://www.legislature.state.oh.us/bills.cfm?ID=126_HB_104
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drive delivered by the USPS.  On September 21, 2015, while transferring the data to an 

encrypted hard drive to distribute to additional potential researchers, Nye discovered a word file 

named “Conversations.doc.”  Suspecting this file might contain contract negotiation or trade 

secret information, Nye said she opened it and began reading what she described as a graphic 

first-person account of sexual child abuse.  Nye stated that she closed the document and 

contacted ODOT-OIS, who called the Office of the Ohio Inspector General.  Investigators 

scheduled a meeting with Nye for September 22, 2015. 

On September 22, 2015, the Office of the Ohio Inspector General met with Kelly Nye and 

ODOT Program Administrator 3 Jacquelin “Jill” Martindale of the ODOT Office of Statewide 

Planning and Research.  Nye provided investigators with a copy of the research abstract for a 

project titled “Evaluation of ODOT’s Culvert Boring Process” (Exhibit 1) which was awarded to 

Bowling Green State University.  Nye noted that BGSU Professor Alan Atalah, Ph.D., was the 

researcher assigned to the project and that he had been struggling with providing a responsive 

report to ODOT.  Nye said that on March 6, 2015, she sent an email to Atalah notifying him that 

the preliminary report submitted to ODOT was not satisfactory.  ODOT terminated the project 

on March 10, 2015.  On March 12, 2015, Nye said she sent a letter to BGSU directing them to 

cease work on the project and submit all project data files to ODOT on a USB flash drive 

provided by ODOT.  Atalah was instructed, through certified mail, to provide all project data 

collected up to that point in time to ODOT. (Exhibit 2)  Martindale added that Atalah contacted 

ODOT to request permission to purchase a larger USB flash drive, because the one provided by 

ODOT did not have sufficient capacity to hold all of the project files.  Atalah was granted 

permission to make the purchase. 

Nye stated that on April 2, 2015, the project data was received by ODOT on a USB flash drive, 

and on April 3, 2015, she had sent an email to Atalah to confirm receipt.  Also on April 3, 2015, 

Nye said the USB flash drive data was copied onto the ODOT research project server and 

provided to Kevin White at E.L. Robinson, a local engineering consulting firm, a few days later. 

Nye noted that on August 18, 2015, another copy of the data was generated from the ODOT 

research project server to an external hard drive.  The hard drive was then sent to researchers at 

the University of Cincinnati (UC).  Nye and Martindale said that no additions or deletions to the 

http://watchdog.ohio.gov/Portals/0/pdf/exhibits/15_048/Exhibit1.pdf
http://watchdog.ohio.gov/Portals/0/pdf/exhibits/15_048/Exhibit2.pdf
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data were made during any of this processing.  Nye and Martindale both indicated that the 

project data was provided to E. L. Robinson and UC for evaluation for project completion.  

Nye said that on September 21, 2015, while downloading project files from the ODOT projects 

server to an external encrypted drive to share with other consulting firms, she noticed a 

document within a folder that possibly should not be shared with other vendors (such as signed 

contracts, trade secrets, or notes from contract negotiations).  While reviewing these documents, 

she opened one titled “Conversations.doc.”  The file was a text narrative describing sex acts with 

children.  Nye indicated that she stopped reading the narrative and closed the file.  She then 

notified ODOT-OIS and was present when OIS Investigator Waters called the Office of the Ohio 

Inspector General. 

 

Martindale provided investigators with a copy of the “Conversations.doc” document for review. 

She said that the complete project data files were shared with Dr. Hazem Elzarka at the 

University of Cincinnati and Kevin White of E. L. Robinson.  Neither party notified ODOT 

about opening the “Conversations.doc” file. 

 

On September 22, 2015, the Office of the Ohio Inspector General met with Transportation 

Systems Administrator Scott Phinney from the ODOT Office of Statewide Planning and 

Research.  Phinney stated that he would contact Kevin White at E. L. Robinson directly and 

obtain the USB flash drive.  Phinney said he would also advise White to delete any files he may 

have copied.  Phinney stated he would also contact Elzarka at the University of Cincinnati and 

request that he delete the project data files he was sent on the external hard drive. 

 

Scott Phinney advised investigators that Kevin White was currently traveling out of the country 

but White’s staff located the USB flash drive and delivered it to ODOT.  Phinney brought the 

drive to the ODOT/OIG office where it was marked, sealed in an envelope, and receipted into the 

custody of the Office of the Ohio Inspector General.  Phinney stated the University of Cincinnati 

researchers deleted the original set of project data files which contained “Conversations.doc.” 

 

On September 25, 2015, investigators contacted Scott Phinney to verify the source of the USB 

flash drive used in the project data transfer.  Phinney stated that his staff at ODOT had included a 
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two-gigabyte USB flash drive with the certified letter to Atalah requesting that he cease work on 

the project and submit the project data to ODOT.  The two-gigabyte USB drive was too small, so 

the data was sent to ODOT on a 30-gigabyte USB flash drive provided by Atalah at BGSU. 

On October 1, 2015, the Office of the Ohio Inspector General conducted internet research for the 

email address found in the introduction to “Conversations.doc.”  Investigators discovered a link 

to an internet site that appeared to be a repository for erotic literature and found that stories 

attributed to the possible author’s email address appeared on the site in the tab for “Kristen’s 

collection - erotic stories.” 

On October 1, 2015, the Office of the Ohio Inspector General interviewed Kelly Nye.  Nye 

clarified that she did not search the actual USB flash drive received from Atalah, but conducted 

her review from the files previously copied to the ODOT server from the drive.  Nye noted she 

was looking for files that should not be copied onto media for dissemination to other potential 

project contractors and consultants.  Nye said she found signed contracts as well as the 

“Conversations.doc” during her review.  Nye stated she made no changes to the USB flash drive 

or any of the copied files.  Nye stated she believed the USB flash drive was used by Atalah to 

send ODOT the project data files.  Nye added she did not know where the BGSU USB drive was 

from – she just assumed it was either purchased new or was recycled at BGSU.  Nye noted that it 

was not an ODOT-provided USB drive.  Nye said she had no knowledge, nor had she ever heard 

of, the email link to the erotic literature repository or the internet site itself.   

On October 22, 2015, the Office of the Ohio Inspector General met at BGSU with Sean 

FitzGerald, BGSU general counsel; Matt Haschak, BGSU director of IT security; Lt. John 

Stewart, BGSU Police Department; and Jim Lambert, BGSU director of Internal Audit to discuss 

the case.  At this meeting, a plan was decided to acquire a forensic image of the laptop used by 

Alan Atalah.  

Haschak reported to investigators that on November 9, 2015, he directed Jim Lambert and a help 

desk support employee to acquire Atalah’s laptop and image the device to assure compliance 

with the ODOT grant.  Haschak said Atalah initially refused to release the laptop, claiming that 
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he needed the device to complete work for a conference he was attending later that week.  

Lambert and Haschak stated they contacted the university general counsel who contacted the 

provost and Atalah was directed to release the device.  Haschak informed investigators that they 

acquired the laptop on November 11, 2015, and that the laptop had been imaged, but no forensic 

examination had been performed.   

 

Investigators traveled to BGSU and met with Erik Evans, BGSU IT Security.  Evans provided a 

250-gigabyte Western Digital hard drive containing a forensic image of the hard drive from 

Atalah’s laptop.  The hard drive was secured upon return to the Office of the Ohio Inspector 

General.  

 

The Office of the Ohio Inspector General conducted a forensic examination of Alan Atalah’s 

university-issued laptop for sexually explicit material based on the original information provided 

by ODOT.  In an effort to develop a keyword list, investigators ran a cursory search of Atalah’s 

laptop and identified four Word documents, one of which was “Conversations.doc,” containing 

content of a sexually explicit nature.  Investigators also developed a keyword list and ran it 

against Atalah’s laptop to determine if any other sexually explicit materials could be located.  

The keyword searches resulted in no additional documents; however, registry entries associated 

with Atalah’s user profile were noted and investigators identified several potentially sexually 

explicit video files (mp4) that had been last modified in April 2014 and March 2015. 

  

Investigators reviewed the BGSU information technology policy.  In addition, investigators 

reviewed the Ohio Department of Administrative Services’ (ODAS) internet usage policy which 

states that internet use “… if permitted by an agency, shall be strictly limited and can be 

restricted or revoked at an agency’s discretion at any time.”2  The ODAS policy continues to 

define unacceptable use as, “… (A)ny personal use of IT resources that disrupts or interferes 

with government business, incurs undue cost to the state, could potentially embarrass or harm the 

state, or has the appearance of impropriety is strictly prohibited.”3  

 

                                                 
2 ODAS internet use policy, IT-04, effective May 4, 2015, section 2.1 (emphasis added). 
3 ODAS internet use policy, IT-04, effective May 4, 2015, section 2.2. 
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On March 2, 2016, the Office of the Ohio Inspector General conducted an interview with 

Bowling Green University Professor Alan Atalah.  Atalah described the two phases of the ODOT 

research project; the horizontal boring process, using an auger boring machine and the pipe 

bursting process.  Atalah said the first phase of the project was to determine if it was more 

economical for ODOT to purchase the boring equipment and do the work themselves or to hire 

contractors with the boring machine to do the work.  Atalah added that when the first phase of 

the project was completed, there was money remaining to increase the scope of the project to 

also examine the pipe bursting method.  ODOT approved the increase in the scope of the 

research and the second phase of the project.  Both methods were to evaluate techniques to 

replace culverts without closing roadways. 

Atalah stated that all the files he created related to the project were kept in the same location, in 

one folder, on his BGSU laptop computer.  Atalah noted that when the ODOT Office of 

Statewide Planning and Research terminated the project and requested all the project data, the 

USB flash drive that ODOT provided him was not large enough to hold all the project data.  

Atalah said he contacted ODOT to get permission to purchase the larger drive.  Atalah added that 

ODOT gave him permission to acquire the larger drive, which he did, and copied all the project 

files onto the drive. 

Atalah was asked about his understanding of the BGSU policy on internet usage.  Atalah said 

that he assumed there was a policy, but he did not recall ever reading or signing off on one. 

Atalah told investigators that he equated it to signing credit card agreements without reading 

them.  

Atalah was asked if he knew or communicated with the author of “Conversations.doc” or sent or 

received email from the author of the erotic literature website.  Atalah replied that “… it does not 

ring a bell.”  Atalah was then asked about “Conversations.doc” and shown a printed copy of the 

document.  Investigators asked Atalah if this was his document, or was an email he may have 

received or sent.  Atalah said, “I don’t recall,” adding “… it seems like an erotic story or 

something.”  Atalah was then asked if he wrote erotic literature.  He replied, “No, do I look at 
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some erotic every now and then, yes.  Is it possible that I copied it and put it in, it’s possible, I 

probably did that a few times.” 

Atalah said he did not write the story, adding, “It doesn’t register in my head.”  When asked if 

the document was on his computer and had been copied by mistake onto the USB flash drive, 

Atalah said, “I cannot tell, I didn’t look, didn’t see and if I have something like this and I’m 

aware of it on the thumb drive, would I give it to ODOT?”  When asked again by investigators if 

he had copied “Conversations.doc” from his computer onto the USB flash drive for ODOT, 

Atalah said, “I honestly don’t know.” 

When questioned about having additional erotic literature, or photos and videos involving sexual 

activity with children, adults, or animals, etc., on his computer at home or work, he responded 

“no.”  Atalah continued, “Is it possible that sometimes I would be interested in looking at porn 

sometimes, or looking at erotic stories.”  Atalah admitted to investigators that he sometimes 

copied erotic stories from internet sites and would save them for later. 

When Atalah was asked by investigators if he ever sent erotic literature or similar items from his 

home Hotmail account to his university email account, he replied, “… possibly, I don’t usually 

select them but they all come to the same university email.”  Atalah informed investigators that 

he had his personal Hotmail forwarded to his university Outlook account. 

Atalah could not explain to investigators whether the document was created on his computer, by 

him, and viewed on February 19, 2015.  Atalah said, “Can I recall the specifics of this, no … The 

most plausible scenario would be at a certain point I got interested in something like this, I 

looked at it, maybe I copy it.”  

When trying to explain to investigators how the document got added to the ODOT project 

working folder, Atalah said, “I don’t know how this came into this ODOT folder.”  When asked 

about the other erotic documents that were discovered on his computer that had apparently been 

deleted, Atalah said, “… everybody has a personal stuff … I don’t do anything that is illegal … I 
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don’t consider this illegal … For me it’s just entertainment for a short period of time or 

entertainment for whatever.” 

When questioned further about the “Conversations.doc” he was shown, Atalah replied, “I didn’t 

recognize the specific, I recognized that is of erotic and of a sexual nature.  I didn’t recognize the 

material.”  Atalah continued, saying,  

Did I do this something like this before, yes? I’m not denying that I did. Did I do this 

specific one, I cannot affirm or deny but … based on the things that you showed me, it 

has my name on it … it’s probably mine, if it quacks like a duck and walks like a duck, it 

must be a duck.  

CONCLUSION 

On September 21, 2015, the Office of the Ohio Inspector General received a complaint from the 

Ohio Department of Transportation Office of Investigative Services concerning a Bowling Green 

State University researcher.  ODOT staff reported that the researcher, Alan Atalah, Ph.D., had 

been conducting a research project evaluating ODOT’s culvert boring process.  The ODOT 

Office of Statewide Planning and Research made the decision to terminate the contract and asked 

Atalah to cease all work and send all existing project files to ODOT on a USB flash drive.  

On September 21, 2015, while downloading the project data files to an encrypted drive to share 

with consulting firms for bids to complete the work, the ODOT program administrator noticed 

there were documents within the file that should not be shared with other potential vendors.  

During the review of these documents, a file titled “Conversations.doc” was discovered.  The 

“Conversations.doc” file was seven pages of narrative that described sex acts involving adults, 

children, and animals. 

The Office of the Ohio Inspector General conducted interviews with ODOT staff to affirm that 

no items on the drive were added, deleted, or changed.  Arrangements were made with BGSU to 

obtain a forensic image of the laptop hard drive used by Atalah.  
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The Office of the Ohio Inspector General conducted forensic examinations on the USB flash 

drive and the hard drive from Atalah’s BGSU laptop computer.  “Conversations.doc” was the 

only item of erotic literature discovered on the USB drive.  Four erotic literature stories were 

found during the examination of the hard drive of Atalah’s laptop.  Additionally, evidence of 

deleted stories and deleted mp4 erotic videos was also discovered.    

 

During the interview with Atalah, he admitted to the investigator that he had an interest in erotic 

literature and has read, copied, and saved stories on his laptop and home computer.  Atalah said 

he was not familiar with any specific internet usage policy at BGSU and does not recall being 

asked to read or sign any policy.  Atalah stated that nothing he did was illegal and while 

recognizing the “Conversations.doc” story as erotic literature, he did not recall saving the 

document nor could he provide any explanation as to how it was saved in the ODOT project file. 

When the investigator told Atalah that he believed he (Atalah) immediately recognized the 

document when it was shown to him, Atalah replied, “I didn’t recognize the specific, I 

recognized that is of erotic and of a sexual nature. I didn’t recognize the material.”  Atalah 

continued, saying,  

Did I do this something like this before, yes? I’m not denying that I did. Did I do this 

specific one, I cannot affirm or deny but … based on the things that you showed me, it 

has my name on it … it’s probably mine, if it quacks like a duck and walks like a duck, it 

must be a duck.  

 

On March 7, 2016, the investigator from the Office of the Ohio Inspector General who 

interviewed Atalah received a follow-up email from him.  Atalah thanked the investigator for his 

professionalism during the interview and described how he was sickened when he went back and 

read the stories. (Exhibit 3)  The investigator did not provide Atalah any of the stories cited in 

this investigation.  

 

Section 3 of the BGSU Information Technology Policy states: 

3. Use of information technology to access resources other than those supporting the 

academic, administrative, educational, research and service missions of the University or for 

more than limited social purposes is prohibited. 

http://watchdog.ohio.gov/Portals/0/pdf/exhibits/15_048/Exhibit3.pdf
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Accordingly, the Office of the Ohio Inspector General finds reasonable cause to believe a 

wrongful act or omission occurred in this instance. 

RECOMMENDATION(S) 

The Office of the Ohio Inspector General makes the following recommendations and asks that 

the provost of Bowling Green State University respond within 60 days with a plan detailing how 

these recommendations will be implemented. 

1. Review the actions of Alan Atalah, Ph.D., to consider whether administrative action is

warranted.

2. Conduct a review of the current university internet usage policy with the goal of having a

structure similar to the policy of the Ohio Department of Administrative Services for

State of Ohio government agencies.

REFERRAL(S) 

The Office of the Ohio Inspector General chief legal counsel has reviewed the matter with the 

assistant United States Attorney and the Federal Bureau of Investigation supervisor assigned to 

the Internet Crimes Against Children Task Force.  The federal authorities have determined that 

the erotic literature does not meet the criteria for criminal charges.  The Office of the Ohio 

Inspector General has asked the Wood County Prosecutor’s Office to review the computer 

forensics report for this matter.   
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